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Introduction

The Governor of Virginia has recognized the need to address
interoperability in communities throughout the Commonwealth and has
charged the Office of Public Safety and the Office of Commonwealth
Preparedness to design a strategic plan for statewide interoperability. The
involvement of local and statewide emergency responders is essential to the
success of developing a Statewide Interoperability Strategic Plan.

The Strategic Planning Session, held on May 18, 2004, brought together key
stakeholders and leaders from the local, regional, state, and federal levels
to identify key initiatives for public safety communications interoperability
in Virginia, based on the local public safety responder perspectives gathered
from six regional focus groups. The outcome of the session was agreement
on the fundamental cornerstones of the statewide interoperability strategy.

The Strategic Planning Session was designed as a series of conversations
centered on the local perspective of communications interoperability,
statewide and regional, as it relates to the current state, the case for why
change needs to happen, the envisioned future state, and recommended
strategies to pursue in achieving the future state.

Executive Summary

The Strategic Planning Session on May 18, 2004 provided valuable input to
the development of the Statewide Communications Interoperability
Strategic Plan. The session resulted in the participants: (1) confirming and
providing upgrades to the short-term and long-term strategic initiatives
developed through the focus groups; (2) providing recommendations to the
proposed mission and vision statements for the Commonwealth
Interoperability Coordinator, Office of the Secretary of Public Safety; and
(3) recognizing the need to more clearly define the scope of public safety
and the identified regions.

Top 3 identified key short-term initiatives:
1. Create a method to extract lessons learned from disaster exercises
and actual incidents.
2. Develop and distribute a set of public safety communications
requirements which include the federal interoperability grant
guidance.
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3. Leverage existing resources and systems.

Top 3 identified key long-term initiatives:

1. Develop desired outcomes for interoperability, based on stakeholder
input, and leverage earmarked funds to localities to achieve the
outcomes.

2. Create regional interoperability work groups who have direct
representation on the state level Interoperability Working Group.

3. Establish an information and outreach strategy to educate public
safety responders, policy makers, and the public on interoperability in
Virginia.

Draft Mission and Vision statements:

» To improve the safety of the public in the Commonwealth of Virginia
through enhanced data and voice communications interoperability
between local, state, and federal agencies.

» Agencies, at the local, state, and federal levels, will be able to
communicate at optimal efficiency, in real time, across disciplines and
jurisdictions to respond more effectively in their public safety related
day-to-day operations and major emergency situations.

Detailed Overview

Current State

The objective of the Current State is to affirm the facts and identify the
problems related to interoperability in day-to-day activities and mutual aid
efforts.

The Strategic Planning Session group validated the following Current State
themes, related to Day-to-Day and Mutual Aid interoperability, identified
during the six regional focus group sessions:

Local, State, and Federal Coordination:

» Local responders, in general, are not able to effectively communicate with their state
level counterparts

» Most communication between local/state and federal agencies is via telephone

» Lack of standards for data systems
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» Limited ability to communicate across localities but not with the federal agencies

» Protocols do not support communications between state agencies: lack of awareness and
training on system capabilities

» Failure to document lessons learned, across disciplines and jurisdictions, resulting from
trainings, simulations, and actual incident responses

» Existing disaster planning protocols and policies are not exercised or reviewed regularly

» Local first responders are not involved in the planning and design of State Agency Radio
System (STARS)

» Memorandums of Understanding do not exist between localities or regions and state
agencies

Leadership and Politics:

» Local and state level of government leadership do not understand public safety
interoperability issues: equipment lifecycle; dynamic and rapidly changing technology

» Resistance to allocating funding for communications system because of high cost
associated with supporting the effort

» Failure to budget resources to support implementation and use of new equipment:
training, maintenance, implementation, and staff

» Elected officials are not factored into interoperable communications protocols: mayor
to mayor

» Funding is not continuous

» Citizen awareness and connectivity across the Commonwealth is sporadic

Existing Resources:

» Data and voice communication is inadequate during large-scale incidents between some
responders arriving on an incident scene and the local hospitals

Existing resources are, and have been, underutilized or not used: Mutual Aid channels
Numerous and various non-compatible systems exist

Current interoperability solutions are not affordable or inclusive

Not all jurisdictions have Statewide Interdepartmental Radio System (SIRS)

New technology is purchased without adjusting business operations

Vendors provide proprietary equipment that lack an open architecture

YV VYV VYV Y

Case for Change

The objective of the Case for Change conversation is to discuss the
consequences and implications if changes to Virginia's state of interoperable
communications do not occur. The Case for Change statements should appeal
to the emotions of individuals and result in action.

The Strategic Planning Session group supported the following Case for
Change, identified during the six regional focus group sessions:

> Interoperability is an investment in the lives of our citizens:
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0 Responsibility of elected officials to invest in the safety of the community:
property and lives of the citizens
0 Advanced technology and a regional approach to communication can prevent
injury and property damage
» Communications has typically been the first part of the disaster response
process to fail; however, it is the most important element for successful

public safety response:
O September 11" changed everything; hundreds of fire fighters lost their lives
because they were not able to hear the critical information being communicated
by law enforcement

» Regional and Local Threats:
O Hampton Roads is identified as a top 5 terrorist target
Proximity to Washington DC
Naval base in Tidewater region
International Airport in Northern Virginia
Natural disasters: hurricanes, tornadoes
Terrain: There is a 9 mile stretch in Southwest Virginia where there are no
communication capabilities

> Local Perspective - public safety responders do not have the

interoperability capabilities to efficiently and effectively do their jobs:

O As an officer was pursuing a car on the highway, the suspect moved onto the
shoulder of the road. The officer was aware that a sheriff's deputy was
positioned on the shoulder further up the highway but was able to communicate
directly with the deputy to inform him that the suspect was driving in the
shoulder lane. The pursing officer had to contact his dispatcher, who in turn
contacted the deputy’s dispatcher, who then contacted the deputy with the
information. By the time the data was communicated to the deputy, the suspect
had already hit the deputy’'s vehicle from behind.

» Investing in communications interoperability — technology, planning,
procedures, policies - will enable local, state, and federal agencies to

communicate directly at the scene and will:

0 Maximize response to any incident by:
= Better utilizing personnel
= Increasing interdepartmental awareness

0 Save money by:
= Reducing maintenance costs
= Leveraging existing systems and coordination

0 Establish a system that enables the closest unit available to the scene to

respond
= Increase buying power by moving toward a consumer-driven market,
rather than vendor-driven

» Liability if no action is taken:

o Danger to responders - information cannot be shared with other responders in
real-time to prevent injury and/or fatalities

O O0O0OO0O0
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o0 Danger to citizens - inability to receive information in a timely manner to
protect themselves during life-threatening disasters and hazards. The
responders cannot properly protect the lives of the citizens they serve.

Future State

The objective of the Future State conversation is to discuss what
interoperability in Virginia should be.

The Strategic Planning Session group advocated for the following elements

of the Future State of communications interoperability in Virginia:

» Extensive education and training for communications interoperability:
policies, procedures, and technology

» One common set of standards and procedures that facilitate
interoperability

» One universal communications device that routes accurate data to the
necessary individuals at the appropriate time

o Features include: GPS, data, portable radio, cell phone, GIS, direct
connect, telemetry, PDA

» Seamless voice and data interoperable communications for the entire

public safety community used for local and regional daily incidents and

major disasters

Shared and standardized (clear text) language

» Sufficient and available spectrum dedicated to present and future public
safety needs

» Buying, distribution, maintenance and training processes are available
through coordinated and/or cooperated contracts

A\

Strategic Initiatives

The purpose of the Strategy conversation is to identify the fundamental
strategic initiatives essential to successfully implement a statewide
interoperability plan in Virginia.

In validating and providing upgrades to the key initiatives identified during
the six regional focus group sessions, the Strategic Planning Session group
proposed the following short-term and long-term key initiatives for
communications interoperability in Virginia:
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Short-Term Initiatives:

1. Create a method to extract lessons learned from disaster exercises
and actual incidents.

2. Develop and distribute a set of public safety communications
requirements which include the federal interoperability grant
guidance.

0 To assist with obtaining funding
o To inform purchasing decisions
0 To outline interoperability lifecycles

3. Leverage existing resources and systems.

o0 Educate public safety responders on availability and proper use
of existing technology resources

o0 Mandate and monitor the use of existing systems (ie. SIRS and
other mutual aid channels)

4. The Commonwealth Interoperability Coordinator’'s Office will assist
with the communications and outreach to localities concerning STARS.

Long-Term Initiatives:

1. Develop desired outcomes for interoperability, based on stakeholder
input, and leverage earmarked funds to localities to achieve the
outcomes.

2. Create regional interoperability work groups who have direct
representation on the state level Interoperability Working Group.

o0 Extension of the governance model; governed by an executive
working group

o Liaison between and amongst the local, state, and regional
representatives

3. Establish an information and outreach strategy to educate public
safety responders, policy makers, and the public on interoperability in
Virginia.

0 Mutual aid channels that are already in existence: NPSPAC
0 STARS: what is the benefit to locals, what value is added in
meeting the needs of the state and local first responders?

4. Develop and utilize cooperative purchasing agreements.

o Allow for price breaks at the local level
o Move from a vendor-driven market to a public safety-driven
market
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V.

5. Develop and adopt plain language protocols (clear text) for all public
safety responders in the Commonwealth.

Mission and Vision

The Interoperability Coordinator within the Office of Public Safety
presented the Strategic Planning Session participants with a proposed
mission and vision for the office. The session participants provided feedback
and upgrades which resulted in the following draft mission and vision
statements:

Mission — 7o improve the safety of the public in the Commonwealth of
Virginia through enhanced data and voice communications interoperability
between local, state, and federal agencies.

Additional considerations:
» Define public safety
> Add timeframe

Vision -Agencies, at the local, state, and federal levels, will be able to
communicate at optimal efficiency, in real time, across disciplines and
Jurisdictions to respond more effectively in their public safety-related day-
to-day operations and major emergency situations.

Next Steps

The key initiatives identified in the Strategic Planning Session, along with
data gathered through the six (6) regional focus groups, will serve as the
cornerstones of the Statewide Interoperability Strategic Plan.

There is a strong commitment to maintain the communication flow between
the Commonwealth of Virginia and the participants of the Strategic Planning
session and each focus group as the planning for statewide interoperability
in Virginia progresses. This report details the conversations and results of
the Strategic Planning Session and was distributed to the participants by
Monday May 24, 2004. The Interoperability website provides additional
informational resources as well as the reports from each regional focus
group session. The Interoperability Coordinator invites you to visit the
website for regular updates on the progress of the Strategic Plan for
Statewide Communications Interoperability.
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Participants of the May 18, 2004 Strategic Planning meeting on Communications

Interoperability in Virginia:

Antonucci Phil Alexandria Police Department 703-838-6360 X104 | philip.antonucci@ci.alexandria.va.us
VA Department of Agriculture and

Askew Rebecca Consumer Services 804-786-7157 raskew@vdacs.state.va.us

Batten Mike Henrico Police Department (804) 501-4840 sta@co.henrico.va.us
Department of Game and Inland

Bise Mike Fisheries 804-367-0234 mbise@DGIF.state.va.us

Bolton Michael VSP 804-674-2022 mbolton@vsp.state.va.us

Boyd David DHS - SAFECOM 202-254-2316 mary.frey@dhs.gov

Brown Bill VDOT 804-236-3556 bill. brown@virginiadot.org

Chappell Charles VA National Guard 434-292-8482 chappellc@va.ngb.army.mil

804-897-6500

Clark Kenneth VDEM X6572 kclark@vdem.state.va.us

Clements Janet VDEM 804-897-6501 jclements@vdem.state.va.us

Cline Michael VDEM 804-897-6501 mcline@vdem.state.va.us

Coleman Mike VA National Guard 434-292-8487 mike.coleman@va.ngb.army.mil
Hampton Roads Planning District

Collins Arthur Commission 757-420-8300 acollins@hrpdc.org

Collins Wade VDEM 434-432-8045 kwcollins@mindspring.com

Cooke len Dept of Criminal Justice Services 804-786-8718 Icooke@dcjs.state.va.us

Crouch Bob VA Office of Public Safety 804-786-5351 robert.crouch@governor.virginia.gov
VA Department of Health/Office of

Crumpler Ken EMS 804-864-7642 ken.crumpler@vdh.virginia.gov
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Dollings Larry Capitol Police 804-786-5035 Idollings@capitolpolice.state.va.us
Eanes Bob Chesterfield County 804-748-1577 eanesr@chesterfield.gov
804-897-6500
Gilman Julian VDEM X6595 jgilman@vdem.state.va.us
Grant James Alexandria Fire 703-838-6445 x220 | james.grant@ci.alexandria.va.us
Hahn Jonathan DOJ - NIJ 703-855-5849 hahnj@ojp.usdoj.gov
Harris Pokey Southwest VA EMS Council 276-646-2271 pokeyharris@ I rkimball.com
Hoppes Paul VA Information Technologies Agency | 804-371-5580 paul.hoppes@vita.virginia.gov
703-838-6360 ext.
Johnson Dale 287 dale.johnson@alexandria.ci.va
Harrisonburg-Rockingham Emergency
Junkins Jim Communications Center 540-434-4436 jljunkins@hrecc.org
York County Dept. of Fire & Life
Kopczynski | Stephen Safety 757-890-3600 kopczyns@yorkcounty.gov
Landis Chris VDOT - Safety Service Patrol 703-383-2623 christopher.landis@virginiaDOT.org
Longo Tim Charlottesville Police Department 484-970-3280 longo@charlottesville.org
Maxey Todd Roanoke Fire Department 540-561-8045 tmaxey@roanokecountyva.gov
constance.mcgeorge@governor.virginia.
McGeorge Constance Commonwealth Preparedness 804-225-3826 gov
McKelvey Gary Communications Systems DIT 703-771-5123 GMCKELVE@Ioudoun.gov
McLean Anthony VDEM 804-674-2400 amclean@vdem.state.va.us
Miller John VA Department of Forestry 434-977-6555 millerj@dof.state.va.us
Nicol Katherine Axiom Communications Group 301-602-8218 knicol@axcomgroup.com
Pegram Jeff VSP 804-674-2045 jpegram@vsp.state.va.us
Ratliff Bobby VSP 540-829-7710 bratliff@vsp.state.va.us
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Rotscheid Peter VA Department of Health 804-864-7231 peter.rotscheid@vdh.virginia.gov
Virginia Association of Chiefs of
Schrad Dana Police 804-285-8227 dana@vachiefs.org
Sharp Earl VDOT 804-225-3157 earl.sharp@virginiadot.org
VA Dept of Health NW Regional
Sidebottom | Marge Hospital Coordinator 434-924-8745 mls9m@Virginia.edu
Department of Game and Inland
Sledd Charlie Fisheries 804-367-6481 csledd@dgif.state.va.us
Stanley Henry Henrico Police Department 804-501-4840 sta@co.henrico.va.us
Stewart Jackie Planning and Information Systems 804-367-6001 JStewart@richmondregional.org
Struzzieri Tom STARS 804-674-4654 tstruzzieri@vsp.state.va.us
Thomas George Henrico Police Department 804-501-3137 thol8@co.henrico.va.us
Wadsworth | James DIT, Radio Services Center 703-324-3635 james.wadsworth@fairfaxcounty.gov
Werner Charles VA Department of Fire Programs 434-970-3242 wernerc@charlottesville.org

Virginia Strategic Plan for Statewide Interoperability
Strategic Planning Session: May 18, 2004

11


mailto:peter.rotscheid@vdh.virginia.gov
mailto:dana@vachiefs.org
mailto:earl.sharp@virginiadot.org
mailto:mls9m@Virginia.edu
mailto:csledd@dgif.state.va.us
mailto:sta@co.henrico.va.us
mailto:JStewart@richmondregional.org
mailto:tstruzzieri@vsp.state.va.us
mailto:tho18@co.henrico.va.us
mailto:james.wadsworth@fairfaxcounty.gov
mailto:wernerc@charlottesville.org

